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anasfiadunaawizdiaasanasasdiayadiuuanaa (PDPA) Tuszuu Biz-Flow / feyfinnsianis (MAS 3)
— shudugauaszuu Tenant, DPO/IR uay Superuser aavunanwasy
* nastfuangs 1.0 * dlwea 22 &9rnau 2569

1. uniin

Biz-Flow fluatansiusiieyd SaaS AiAvdayasdiuyananaiadszian wdu §l49u andn gunea wilnenu
AmFvdaaaulad uasdamudasa szuuiitaiasiia PDPA gail:

e dszmaanuduaiuéga / W¥au'la / DPA vuldu + enudivias PDF

o

« ffurinAuduaan (ConsentRecord) wiau IP, User-Agent, nasdutandis
e L.A3aviia DSAR &5 Tenant Admin — @unn / &vaan JSON / aunsadnila PII

e syuBUAILAAUANURAUAR + uilAN 72 24U, + escalation AauATUATKUA

afiafiiiduianansdfifinnsszuy BilddSamnguune
avAnIAITaTIadauuTaunaaalunay DPA Auddssinananauaniviasudiu

2. UNLNNUAZAALLANANUZUNA
unumnlasuiinil PDPA

faluqudaya (Platform)
#11iu3n15 Biz-Flow
dayasiinsldu fldunanwasu nsiszuinina damnudiasa

fauaudaya (Tenant)
andavAnsiilddsyuy
anal/gune/wiineu/fdaniignlu Tenant zavau

Hiszaiana
Biz-Flow sia Tenant
Uszananadayalu Tenant aud&9uavgnaragdng

DPO /IR
Auvidelu App Setting
Suudvtdautngnisal eauruald&nsg Ussanundsvinaziiia 72 .

3. lans1snguunauuiu
nihasisauy (Lisdav login):

HiNURLLiam



dsznmaanudugiugr

/privacy/
uleune PDPA nafiu 1.1 - eaiTvan PDF 4 /privacy/download/

Waulansldusnng
/terms/
dannaansld Saas * PDF i /terms/download/

DPA / fjdszanana

/dpa/
5115 sub-processors (Hosting, SMTP, Google, n8n OCR, CDN)

fiasia / A1ua PDPA
/contact/
wuunWasu + dwa/Tns/LINE ann App Setting

Superuser — dU1nan lWangviune

Superuser

19 dedrszuy (Company Settings) — & tanansaguune (PDPA / Wau'la)
e d1Tuan PDF/Word dszmaanudugiudy uazidau'la (6 1f1Wdananune)
o dlutnastutanans — 14lu consent audit

e 41'liAaUTnan syuuase PDF dalufiGanindiaminiingu

4. amuduaau (Consent)
nnaseifinisiuaan ssuuiiuiinay ConsentRecord wiau:

* Janilseavd (purpose) - granted/denied - 1iasdfu privacy/terms

o IP - User-Agent - §14f - Tenant (81%) - wangu (evidence)

FalvAunanINNBULaN
AAPUrpOSENRUIEILAG
&imsld9u (Signup)

signup
Modal 2 9u: a1u Privacy — Terms éiay scroll uvinafaunaaausy



Checkout aau'lay
checkout
Checkbox AaugvAdudia

AI-OCR anulutasa
ocr
Aaudatan®slyd n8n workflow

AszAuinLAg
package_payment
Aaudiudunisiau/dsy

DSAR export / erase
dsar_export / dsar_erase
{ffudinifia Admin sintfiunislvitinuasdiaya

§ consent Tu Django Admin — ffufinauéiuaan (PDPA)
3a export AgUdiayani1sIe accounting_consentrecord

5. ansianaavzaya (DSAR)
Tenant Admin

Wy VAL EN — &natdnuaviaya (PDPA)

u3a URL /{tenant}/company-settings/privacy-rights/
dunaunsldeu

e Aumn — 1afia Sl was ludidand (adneiiaa 2 A18nMs)

¢ g9aan JSON — anniTuasyatayasgruuaaa (customer / supplier / employee / online_order / contact)

e au/inila — dav@nfiufiu - syuu anonymize Aadfasa © G9 pdpa_erased_at

dadrdnd1Agy
e infitanasn®/teydatvde (Tudrdu Tuasa da Pudiau) — Biau master My uddviiayadinsa/su1a1s

o

o syuULAIANWIULANATASIKNat (tax_links) Aau erase

¢ 115 export I uIuUNINana trigger Security Incident (bulk PII export)

druannyaaanauan (Lild Admin)



Titdruaviiayadiasariu /contact/ wiadiua DPO
wa) Admin dfiunsenuieiaviia DSAR dingéu

6. NnMstAuSnLazianaNsANE
dssiandayauurdfiidlussuu

tanans VAT / 1iey® / WHT / Payroll
LAueu Tax Audit Trail — lsdauiiia DSAR erase master Mifivan&5a19ae

dayadasiagnal/guie/wiineu
au/dndalafialifitadirdan s - 6 pdpa_erased_at

ffuAnaubuaau / Activity log
vt audit — Biauaa Tuld

Security Incident timeline
tAuRandngiu IR * &a1ug Pending Review / 5unsiu / daud?

7. anasnsanuilaanfie
e HTTPS uu production (Cloudflare + HSTS)

» Session idle timeout — 15 w1 (Anaueiu)

e 2FA (TOTP) — Superuser / staff &nage * /security/2fa/

o 1iNshEAMU{Y — SMTP App Password, Telegram token (Fernet)
e 1ein Tenant — dayagsAaLLNAINAIANT

o Activity log — login/logout, DSAR, tan&15&1Azy

n136523 IP wilandaau

szuuAay IPv6 wuu prefix /64 (aa false positive annfiaéia)
wazld baseline login vis user AauwdaLsiau
fla'lgifA Company Settings — w39 login 1A IP ni

8. nignsaiaulaansia / ualnl 72 2.
WassuuasanuaNuAalng avas19 SecurityIncident 1ae:

o detected_at = 3aauiiu 72 un. autuddfiiciudoine PDPA

e &anuzsudu Pending Review

* L491iuvi: Email DPO/IR * Telegram * Slack * Webhook (auiidiaan)



Ussaniiagaiu

Ussiandauly

Export PII s1uunin> 1,000 shan1s / 5 unid (U5u'lé) — DSAR, Excel contacts, SQL dump
Login IP 1uIP fingerprint 1aiatilu baseline 90 Fu

anszaudnBiddau role tilu tenant_admin

wihdanistnanisal

e Platform /security/incidents/ (Superuser)

e Tenant /{tenant}/security/incidents/

* AR 5uNIU — uea escalation * Aa daud? asfiunisasu

Alert fidvr &m&. — https://www.pdpc.or.th/ uas https://complaint.pdpc.or.th/

9. Escalation nauasu 72 21u. (&it;12 21u.)
Auladnnuau — 6169 Pending Review uagtuida < 12 1u. Aau deadline:

e Cron uuLgisWiias: manage.py poll_security_escalations nn 15 unii
« w3a n8n workflow: docs/n8n_pdpa_escalation_poll.json

* 'lai escalate dhnalu 6 un. (dedup)

API & 15U n8n: GET /security/incidents/poll.json
* POST /security/incidents/escalate-poll/
(éaefl header X-Security-Poll-Token)

10. n1s6van (sigu)
Superuser Company Settings

o dwua IR / DPO - Telegram Bot + Chat ID - Slack / Webhook
o tneuad export PII - wfle/fle unusual login - privilege alert

¢ 1y negau Telegram

¢ d1lTuaatanas Privacy / Terms + nasiu

o dayafiasia (L&AILUKIN /privacy/ way /contact/)

Tenant Admin

e DSAR tool — privacy-rights



e Security incidents (tawng Tenant)

e Activity log — m533 login / DSAR

11. sjilszanananiauan (Sub-processors)
Neavidaaiduai /dpa/ &gl

¢ Hosting / Cloud server

e SMTP (d1ua)

* Google OAuth (wfiaidaldl)

¢ n8n AI-OCR (tHatllald — éiavdi consent + DPA)

¢ CDN / Google Fonts

Aautda OCR #3a Google login Tu production a5 DPA Augfliiusnisuazdliaaiitin DPA

12. 2tavnnv snd. (PDPC)
o u'led6l: https://www.pdpc.or.th/

o fudaviavizauaau’lau: https://complaint.pdpc.or.th/

fiatiruavdiayasasnissasizausaniiaiu — ssuludszaaanudusiusada 7

13. Checklist & 115u DPO / IR
e gvdua DPO uazneaaau Telegram Tu Company Settings

¢ ai5331sennd /privacy/ wag /terms/ TiaseAuavdns (Ta Miag wwugidanis)

e 31UTnaa PDF ananune (618) wiald PDF daluli@annssuu

#3533 DPA /dpa/ asu sub-processors Atilaldiaze

o AnuaRFuRaway DSAR Tuwsiag Tenant

Anldia3aviia privacy-rights (export + erase naaav)

m323 /security/incidents/ (fuilsgan + Sunsunialu 72 2.

o

o fufiu cron poll_security_escalations vinvu (log Atgsniias)

tfla 2FA &usu Superuser nnau

e IpvinnkNuLIdLUaRsLInAaUan (NA1 / §A.) LENANNTTUL



14. f9fa19d9nIu
s1an15Path

afia PDPA (tan&n5il)/manual-pdpa/

aMUlnanaiia PDF/manual-pdpa/download/
aNUTnanaiia HTML/manual-pdpa/download.html
sgnaanuiiusiuda/privacy/

aNUlnaa Privacy PDF/privacy/download/
Waulunslduinns/terms/

aUlvian Terms PDF/terms/download/

DPA/dpa/

finea / A1ua PDPA/contact/

DSAR (Tenant)/{tenant}/company-settings/privacy-rights/
Security Incidents (Platform)/security/incidents/
Security Incidents (Tenant)/{tenant}/security/incidents/
2FA Setup/security/2fa/



